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Introduction

Data is Everywhere with Internet of Everything

Internet of People: 1,4B users
Internet of Information: 60T/100Pb webpages
Internet of Places: 7B checkins
Internet of Things: 25B things (2020)

Common point?

Personal Information is involved and can be revealed.

Possible solutions:

Anonymization
Obfuscation (noise)

... or use Secure Multi-Party Computation theory
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The beginning...

Yao and the Millionaires’ Problem [1]

Goldreich, Micali, Widgerson
How to play any mental game or A Completeness
Theorem for Protocols with Honest Majority [2]
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A bit of theory

Scenario:

Definition: Private Information

Any information, recorded or otherwise, relating to an
identifiable individual.

Examples: health, religion, history, location, habits, sex life...
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Examples

Secure Sum protocol

Secret Sharing [3]

8/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

Definitions

Examples

Models

SMPC
Applications

Our interests

Appendix

Examples

Secure Sum protocol

Secret Sharing [3]

8/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

Definitions

Examples

Models

SMPC
Applications

Our interests

Appendix

Tools

Garbled circuits

Homomorphic encryption

Zero-knowledge proof

9/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

Definitions

Examples

Models

SMPC
Applications

Our interests

Appendix

Tools

Garbled circuits

Homomorphic encryption

Zero-knowledge proof

9/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

Definitions

Examples

Models

SMPC
Applications

Our interests

Appendix

Tools

Garbled circuits

Homomorphic encryption

Zero-knowledge proof

9/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

Definitions

Examples

Models

SMPC
Applications

Our interests

Appendix

The differents models [4]

Ideal model

Trusted party
collects all inputs
to calculate
common result.

Semi-honest
model

No trusted party.
All participants
execute the
protocol correctly.

Real (malicious)
model

No trusted party.
Participants may
deviate from the
protocol.

The Adversary

Static
Adaptative

10/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

Definitions

Examples

Models

SMPC
Applications

Our interests

Appendix

The differents models [4]

Ideal model

Trusted party
collects all inputs
to calculate
common result.

Semi-honest
model

No trusted party.
All participants
execute the
protocol correctly.

Real (malicious)
model

No trusted party.
Participants may
deviate from the
protocol.

The Adversary

Static
Adaptative

10/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

SMPC
Applications

Classification

Some
applications

Our interests

Appendix

Outline

1 Introduction

2 Secure multi-party computation
Definitions
Examples
Models

3 SMPC Applications
Classification
Some applications

4 Our interests
Verifiable
Practical

11/19



Secure
Multi-Party

Computation

David Aparicio

Introduction

Secure
multi-party
computation

SMPC
Applications

Classification

Some
applications

Our interests

Appendix

SMPC Problems and Their Applications [5]

Two kinds of input:

Homogeneous SMPC model
Heteregeneous SMPC model

Privacy-preserving in:

Database query
Scientific computations
Intrusion detection
Statistical analysis
Geometric computations
Data mining
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Some more applications

Elections

Private auctions

Query on private database

Big Data with private databases

and more...

The Danish farmers bet securely for the contracts to
deliver sugar beets [6]
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Verifiable

Cloud Computing

Elections

Public verification
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Practical

Beautiful protocols

Matrix Multiplication N*N, time in seconds
for 25*25 : PCPs 1017 / GGP 109 / Ginger 103

for 100*100 : PCPs 1021 / GGP 1010 / Ginger 105
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