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David Aparicio
15/ DD INSA de Lyon / UNICAMP (Brésil)

Facebook Open Academy / MIT AppInventor

17/ Dev(Sec)Ops @ AMADEUS (Nice, 2 ans)

19/ Data(Sec)Ops @ OVHcloud (Lyon, 3 ans)

https://twitter.com/dadideo
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OVHcloud: un leader européen
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Depuis Déc. 2020

https://twitter.com/dadideo
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://www.zdnet.fr/actualites/ovhcloud-lance-son-offre-qualifiee-secnumcloud-39928509.htm
https://www.ovh.com/fr/news/presse/cpl1607.t-systems-ovhcloud-cooperent-cadre-gaia-x
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OVHcloud: 4 univers de produits
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https://twitter.com/dadideo
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Bastien Verdebout

https://twitter.com/dadideo
https://twitter.com/BastienOvh/status/1447932356321501192/photo/1
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DataOps @ GIS-DATA
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● Installation / Configuration du datalake
● Industrialisation / Automatisation des procédures
● Day1 & Day2 Operations

https://twitter.com/dadideo
https://medium.com/data-ops/dataops-is-not-just-devops-for-data-6e03083157b7
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Qui êtes-vous ?
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Plutôt Dev, Ops, Étudiant, Autre (Designer, PM, Coach Agile) ?

https://twitter.com/dadideo
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Qui a déjà possédé un téléphone d'astreinte ?
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https://twitter.com/dadideo
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Agenda

Introduction Foxstuck

Elliot

Legacy
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Retour du Legacy

Blast effect

Same JVM,  shoot again

NewsBlur

Conclusion
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DNS

https://twitter.com/dadideo
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Photo by Chris Karidis on Unsplash 

Introduction
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Alex Hidalgo

https://twitter.com/dadideo
https://twitter.com/ahidalgosre/status/1515061310249177094
https://twitter.com/ahidalgosre/status/1515061310249177094
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Forum des Compagnons DevOps / 🎤 Raconte-nous tes gros échecs ! | Libre Antenne

https://twitter.com/dadideo
https://forum.compagnons-devops.fr/t/partage-de-minutes-fail/1659
https://www.youtube.com/watch?v=PlqPI8ZYAK8&t=2328s
https://forum.compagnons-devops.fr/t/partage-de-minutes-fail/1659
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Post-mortem
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https://twitter.com/dadideo
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Examen post-incident

Identification de l’incident (détection, sonde)

Flux d’informations et communication (canaux)

Structure (organisation)
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Le guide complet de gestion des incidents ITIL

Utilisation des ressources (vitesse, optimum)

Processus (SLA)

Création de rapports (interne et externe)

https://twitter.com/dadideo
https://www.manageengine.com/fr/service-desk/itil-incident-management-guide.html
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Exemples récents

Incidents du jeudi 21 Avril 2022 : Status de Gitpod / Status d'Heroku

https://twitter.com/dadideo
https://status.docker.com/pages/history/533c6539221ae15e3f000031
https://status.heroku.com/incidents/2413
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Photo by Chris Karidis on Unsplash 

Elliot
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Elliot Alderson
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https://twitter.com/dadideo
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Allsafe, great place to work 2022
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https://twitter.com/dadideo


#DevoxxFR #PèreCastor @dadideoCloud Sud

Time to code
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https://twitter.com/dadideo
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P1 detected, tout le monde sur le pont
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https://twitter.com/dadideo
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Root cause
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https://twitter.com/dadideo
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AWS, GitLab, DigitalOcean
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AWS / Drop database
https://aws.amazon.com/message/680587/ 

24/12/2012

Gitlab / Drop database 
https://about.gitlab.com/blog/2017/02/10/postmortem-of-database-outage-of-january-31/ 

31/01/2017

DigitalOcean / Drop database
https://www.digitalocean.com/blog/update-on-the-april-5th-2017-outage/ 

05/04/2017

https://twitter.com/dadideo
https://aws.amazon.com/message/680587/
https://about.gitlab.com/blog/2017/02/10/postmortem-of-database-outage-of-january-31/
https://www.digitalocean.com/blog/update-on-the-april-5th-2017-outage/
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Conseils
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Insérer une approbation manuelle / revue

Auditer et protéger l'environnement (SIEM,RBAC)

Informations d'identification/connexion protégé en lieu sûr (Vault, KeePass)

Tester vos procédures de restauration (backup)

https://twitter.com/dadideo
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Cas non isolé: le stagiaire
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Today - HBO Max explains cryptic email that accidentally went to subscribers (18 June 2021)

https://twitter.com/dadideo
https://www.today.com/popculture/hbo-max-explains-integration-test-email-went-subscribers-t222668
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Mailing /
Publipostage
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OVHcloud - Answer (11 October 2021)

https://twitter.com/dadideo
https://twitter.com/gonzague/status/1447620876288016393/photo/1
https://twitter.com/txbrd/status/1447818793451991041/photo/1
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Les tests en PROD
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AirFrance (24 Janvier 2022)

https://twitter.com/dadideo
https://twitter.com/AFnewsroom/status/1485691280441192454
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Photo by Chris Karidis on Unsplash 

Legacy
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Il était une fois.. (en 2020)
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https://twitter.com/dadideo
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Quand soudain l'astreinte sonne
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https://twitter.com/dadideo
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Legacy
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https://twitter.com/dadideo
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Legacy..
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https://twitter.com/dadideo
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L'astreinte sonne à nouveau
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https://twitter.com/dadideo
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https://twitter.com/dadideo
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Codons! Le bon et le mauvais patch (dev)
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https://twitter.com/dadideo
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Méthode KISS
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Original:

Keep 
It
Simple 
Stupid

Variante :

Keep
It
Super 
Simple

https://twitter.com/dadideo
https://dev.to/kwereutosu/the-k-i-s-s-principle-in-programming-1jfg
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https://twitter.com/dadideo


#DevoxxFR #PèreCastor @dadideoCloud Sud

Legacy 🟠
37

https://twitter.com/dadideo
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Attention: Serveur
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Image trouvée sur la twittosphère

https://twitter.com/dadideo
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Photo by Chris Karidis on Unsplash 

CDN
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Marmiton
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https://twitter.com/dadideo
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Fastly
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Schéma de Wassim Chegham 

https://twitter.com/dadideo
https://twitter.com/manekinekko/status/1402374231623675904
https://twitter.com/manekinekko
http://fallback.io/
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Resilience
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XKCD 2347 Dependency

https://twitter.com/dadideo
https://xkcd.com/2347/
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Details
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https://twitter.com/dadideo
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Conseils
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Personnaliser les messages d'erreur

Tester les demandes clients (E2E/Staging/Red-Black plate-forme)

Tester les procédures du IT Runbook (Role-play afternoon)

Réponse inconnue => S'arrêter proprement

https://twitter.com/dadideo
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Free food
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https://twitter.com/GergelyOrosz/status/1502947315279187979

https://twitter.com/dadideo
https://twitter.com/GergelyOrosz/status/1502947315279187979
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Photo by Chris Karidis on Unsplash 

Le retour du 
Legacy
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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L'astreinte sonne.. ...
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https://twitter.com/dadideo
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Il était une autre fois.. (en 2021)
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https://twitter.com/dadideo
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Message de
Santé 
Publique
France
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https://twitter.com/dadideo
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Senior 
vs Junior

https://twitter.com/dadideo
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Code
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https://twitter.com/dadideo
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Photo by Chris Karidis on Unsplash 

DNS
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Disaster
Nominal
Source

https://twitter.com/dadideo
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Source: Imgur [21/10/16]

https://twitter.com/dadideo
https://imgur.com/WmRbmf5
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Slack
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Capture d'écran du PM 30/09/2021:  Slack Status

https://twitter.com/dadideo
https://status.slack.com/2021-09-30
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DNS workaround
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Capture d'écran TheVerge [4/10/21 20h52], Post-Mortem

https://twitter.com/dadideo
https://www.theverge.com/2021/10/4/22708989/instagram-facebook-outage-messenger-whatsapp-error
https://engineering.fb.com/2021/10/05/networking-traffic/outage-details/
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Slack & FB
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https://twitter.com/dadideo
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FB / Skynews
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https://twitter.com/dadideo
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FB: 04-Oct-21

15:40 
UTC

Cloudflare détecte des changements BGP

Cloudflare rapporte un pic suite à des  changements 
de routage de BGP effectués par Facebook. 
Immédiatement les utilisateurs ont été incapables de 
résoudre les URL de Facebook.

16:00

Incident débuté chez FB

D'après le Post-Mortem de Facebook
Les serveurs DNS ne propagent plus les BGP si le 
réseau n'est pas sain (protection)

17:00

LDAP

Tous les utilisateurs n'arrivent plus à accéder aux services 
(Facebook, Instagram, WhatsApp)
Même les employés ne peuvent pas rentrer dans les bureaux avec 
leurs badges. Documentation/Messagerie interne indisponibles

Pénétration du DC, modifications manuelles

L'accès était hautement difficile, de plus des 
mécanismes de protection, empêchent des 
modifications directes/manuelles

5 Oct - 03:00 UTC 

Fin de l'incident

Les dernières erreurs disparaissent
Les utilisateurs arrivent pleinement à utiliser les 
outils de Meta

59

https://twitter.com/dadideo
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Lectures

https://twitter.com/dadideo
https://jvns.ca/blog/2021/10/05/tools-to-look-at-bgp-routes/
https://www.bortzmeyer.org/facebook-octobre-2021.html
https://twitter.com/MathisHammel/status/1445287196911718411
https://twitter.com/AtaxyaNetwork/status/1445144521755463685
https://twitter.com/GuillaumeRozier/status/1445338390761644033
https://blog.cloudflare.com/october-2021-facebook-outage/
https://twitter.com/b0rk/status/1445408645328646144
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Visualisation 
de la requête

DNS (TTL=300s)
-> trop court!
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Blog Stéphane Bortzmeyer: 

La panne Facebook du 4 octobre 2021

https://twitter.com/dadideo
https://www.bortzmeyer.org/facebook-octobre-2021.html
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Conséquences
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Capture d'écran TheVerge [4/10/21 20h52]

-5% du cours de la bourse 
6 Milliards $ (121.6B)

30x DNS queries @ Cloudflare (1.1.1.1)

https://twitter.com/dadideo
https://www.theverge.com/2021/10/4/22708989/instagram-facebook-outage-messenger-whatsapp-error
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Conséquences latérales
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https://twitter.com/dadideo
https://twitter.com/kevincollier/status/1445088214172291074
https://twitter.com/framaka/status/1445123201726652416
https://twitter.com/sheeraf/status/1445099150316503057
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Channels
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Capture d'écran

PFE268 (2014)

https://twitter.com/dadideo
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Entrypoint / Exitpoint (Separation of concerns)
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Capture d'écran PFE268 (2014)

https://twitter.com/dadideo
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Conseils
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Ne pas avoir un même DNS centralisé à tous les produits (SPOF)
Avoir un TTL plus grand (cache)

Avoir des routes de secours (Inbound/out of bound, bastions, PoP chez d'autres cloud providers)
Avoir la documentation accessible papier/pdf (au cas-où, pour réparer le réseau/liste d'IPs)

Ne pas mettre "Statuspage" au même endroit que l'INFRA, idem pour la messagerie (Messenger ou Slack)
Sinon impossible de communiquer aux clients

Séparation des préoccupations
Ne pas se reposer uniquement sur les logiciels d'audit (code/ops)

Multi-IPs et nom de domaines (au lieu de sous-domaine)
QoS / Prioriser les flux importants de l'entreprise (Iot/Web/etc..)

Ne pas changer ses DNS (1.1.1.1) ou (8.8.8.8) de manière permanente
(car ainsi ils ont l'historique de votre navigation web)

https://twitter.com/dadideo
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Photo by Chris Karidis on Unsplash 

NewsBlur
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Attaque ? Pas de sécurisation sur la DEV->PRD

68

Capture d'écran du post:  How a Docker footgun led to a vandal deleting NewsBlur's MongoDB database

https://twitter.com/dadideo
https://blog.newsblur.com/2021/06/28/story-of-a-hacking/
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Twitch
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Capture d'écran :  Twitch confirms hack after source code and creator payout data leaks online

https://twitter.com/dadideo
https://techcrunch.com/2021/10/06/hacker-leaks-twitch-source-code-and-creator-payout-data/
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Avoid HDD 

70

2018 - Hype Driven Development - Quentin Adam

https://twitter.com/dadideo
https://youtu.be/nfd3wh-GOQI
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Conseils
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Hype-driven development

CI/CD

DevSecOps: Tests automatique de penétration (pentest) sur des admin:admin, no password etc..

Isolation de la configuration DEV // PROD (Différent Jenkins ou Vault, Approbation manuelle)

https://twitter.com/dadideo
https://youtu.be/2URdbU5nMcs?t=3822
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Photo by Chris Karidis on Unsplash 

Blast Effect
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Apache Zookeeper

73

● Créé en même temps qu'à Hadoop
● Base de beaucoup de systèmes distribuées (Kafka v<2.8 / KIP-500)
● Ancêtre de consul/etcd
● Key-Value Store hiérarchique

● Très bons résultats aux tests Jepsen

● Avantages
○ Suivre des changements sur un path (watcher)
○ Noeuds éphémères
○ Notion de sessions

https://twitter.com/dadideo
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Architecture
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Schéma issu du meetup Toulouse JUG:  War Story, comment les pauses du GC ont pété la prod (Sylvain Wallez)

https://twitter.com/dadideo
https://www.crowdcast.io/e/toulousejug-2021-01
https://www.crowdcast.io/e/toulousejug-2021-01/register
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Conseils
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Identifier les SPOF (Point de défaillance unique)

Avoir un système d'automatisation des incidents (ouverture d'une war room, d'un document collaboratif, etc.)

Maintenir les versions à jour pour gagner les patch/bug fixes

Mise en place d'un circuit breaker

Règles de Warm-up / Slow startup (mode Diesel)

Ajout d'une liste d'attente (Cloudfare Waiting Room)

Chaos Monkey / Analyse des effets de bord

https://twitter.com/dadideo
https://www.cloudflare.com/en-gb/waiting-room/
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Photo by Chris Karidis on Unsplash 

Same JVM,
Shoot again
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Les limites de la technologie
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Schéma extrait de Medium : +40PB per year — The challenge of data growth at Criteo

Hadoop sous pression Retour sur une année d'exploitation à Criteo (Rémy Saissy)

https://twitter.com/dadideo
https://medium.com/criteo-engineering/40pb-per-year-the-challenge-of-data-growth-at-criteo-5d5b73ec5294
https://youtu.be/c18-M5OGkEs?t=319
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Conseils
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Tests de performance

Monitoring des KPI OS

Observabilité / Sondes applicatives

Serveurs de délestage (backup) pour les applications critiques

https://twitter.com/dadideo
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Photo by Chris Karidis on Unsplash 

Foxstuck
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https://twitter.com/dadideo
https://unsplash.com/@chriskaridis?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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🔥 Fox
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Foxstuck: Firefox browser bug boots legions of users offline (The Register)

https://twitter.com/dadideo
https://www.theregister.com/AMP/2022/01/18/foxstuck_firefox_browser_bug_boots/
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network.http.http3.enabled: false

81

Mozilla Bugzilla #1749908

2022-01-13 00:18 PST = CET 8h18 

https://twitter.com/dadideo
https://bugzilla.mozilla.org/show_bug.cgi?id=1749908
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[Update] - Mercredi 2 Février 2022

82

Retrospective and Technical Details on the recent Firefox Outage (hacks.mozilla.org)

https://twitter.com/dadideo
https://hacks.mozilla.org/2022/02/retrospective-and-technical-details-on-the-recent-firefox-outage/
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Conclusion
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https://twitter.com/dadideo
https://unsplash.com/@anthonytan26?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/paris?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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En bref

● SRE Blameless culture / With great power comes great responsibility
● QA / Chaos tests
● Former vos équipes : Game day / Wheel of Misfortune 
● Tester fréquemment vos backups & hors d'un Drive pour les données médicaux ;-)
● CI/CD & DevSecOps pipelines
● Implémenter & monitorer les metrics importantes issues des incidents (GC Pause, etc)

84

https://twitter.com/dadideo
https://sre.google/sre-book/postmortem-culture/
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Wheel of Misfortune

85

Capture d'écran de la "Roue de la malchance": https://dastergon.gr/wheel-of-misfortune/ 

https://twitter.com/dadideo
https://dastergon.gr/wheel-of-misfortune/
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http://github.com/danluu/post-mortems 

https://twitter.com/dadideo
http://github.com/danluu/post-mortems
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Entreprise / Incident Date

AWS / Drop database https://aws.amazon.com/message/680587/ 24/12/2012

Gitlab / Drop database https://about.gitlab.com/blog/2017/02/10/postmortem-of-database-outage-of-january-31/ 31/01/2017

DigitalOcean / Drop database https://www.digitalocean.com/blog/update-on-the-april-5th-2017-outage/ 05/04/2017

OVHCloud / Watercooling https://blog.ovh.com/fr/blog/hebergements-web-post-mortem-incident-29-juin-2017/ 29/06/2017

Criteo / Datalake HDFS limits + Friday night & New-comer on-call

https://medium.com/criteo-engineering/40pb-per-year-the-challenge-of-data-growth-at-criteo-5d5b73ec5294 

18/02/2018

GitHub / DataBase Split Brain https://github.blog/2018-10-30-oct21-post-incident-analysis/ 30/10/2018

ElasticCloud / Proxy Layer+Zookeeper https://www.elastic.co/blog/elastic-cloud-january-18-2019-incident-report 18/01/2019

CleverCloud / Orages à Paris (Redondance/Dépendance au network provider) https://www.clevercloudstatus.com/incident/376 22/06/2021

NewsBlur / Docker PROD DB exposé sur le net, sans mot de passe  https://blog.newsblur.com/2021/06/28/story-of-a-hacking/ 23/06/2021

Slack / DNS, pas de post-mortem pour le moment https://status.slack.com/2021-09-30 30/09/2021

Facebook / BGP operations https://engineering.fb.com/2021/10/04/networking-traffic/outage/ 04/10/2021

Mozilla Firefox / Google Cloud, HTTP3 impact https://hacks.mozilla.org/2022/02/ 13/01/2022

https://twitter.com/dadideo
https://aws.amazon.com/message/680587/
https://about.gitlab.com/blog/2017/02/10/postmortem-of-database-outage-of-january-31/
https://www.digitalocean.com/blog/update-on-the-april-5th-2017-outage/
https://blog.ovh.com/fr/blog/hebergements-web-post-mortem-incident-29-juin-2017/
https://medium.com/criteo-engineering/40pb-per-year-the-challenge-of-data-growth-at-criteo-5d5b73ec5294
https://github.blog/2018-10-30-oct21-post-incident-analysis/
https://www.elastic.co/blog/elastic-cloud-january-18-2019-incident-report
https://www.clevercloudstatus.com/incident/376
https://blog.newsblur.com/2021/06/28/story-of-a-hacking/
https://status.slack.com/2021-09-30
https://engineering.fb.com/2021/10/04/networking-traffic/outage/
https://hacks.mozilla.org/2022/02/retrospective-and-technical-details-on-the-recent-firefox-outage/


#DevoxxFR #PèreCastor @dadideoCloud Sud
Po

ur
 a

lle
r p

lu
s 

lo
in

88

SRE ! SRE partout ! par Denis Germain 

https://twitter.com/dadideo
https://youtu.be/DxC0DVNgeZ8
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careers.ovhcloud.com

Software Engineer Python
Object Storage

Senior C/C++ 
Software Engineer

Public Cloud

Développeur Python
Storage

Dans les autres
 équipes :

https://twitter.com/dadideo
https://careers.ovhcloud.com/search/?createNewAlert=false&q=gis-data&optionsFacetsDD_title=&optionsFacetsDD_customfield1=&optionsFacetsDD_city=&optionsFacetsDD_country=&locationsearch=
https://careers.ovhcloud.com
https://careers.ovhcloud.com/job/PARIS-Software-Engineer-Python-75017/731903902/
https://careers.ovhcloud.com/job/ROUBAIX-Senior-Software-Engineer-CC%2B%2B-59100/731896002/
https://careers.ovhcloud.com/job/CESSON-SEVIGNE-Python-developer-storage-35510/745486702/
https://careers.ovhcloud.com/job/PARIS-Software-Engineer-Python-75017/731903902/
https://careers.ovhcloud.com/job/PARIS-Software-Engineer-Python-75017/731903902/
https://careers.ovhcloud.com/job/ROUBAIX-Senior-Software-Engineer-CC%2B%2B-59100/731896002/
https://careers.ovhcloud.com/job/ROUBAIX-Senior-Software-Engineer-CC%2B%2B-59100/731896002/
https://careers.ovhcloud.com/job/ROUBAIX-Senior-Software-Engineer-CC%2B%2B-59100/731896002/
https://careers.ovhcloud.com/job/CESSON-SEVIGNE-Python-developer-storage-35510/745486702/
https://careers.ovhcloud.com/job/CESSON-SEVIGNE-Python-developer-storage-35510/745486702/
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Merci 🥳

J'ai besoin de vos retours 
https://s.42l.fr/devoxxcastor 

Lien des slides dans les commentaires
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