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Speaker : David Aparicio - @dadideo

La sécurité dès la 
conception du projet
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David Aparicio

15/ DD INSA de Lyon / UNICAMP (Brésil)
Facebook Open Academy / MIT AppInventor
17/ Dev(Sec)Ops @ AMADEUS (Nice, 2 ans)
19/ Data(Sec)Ops @ OVHcloud (Lyon, 2 ans)
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@dadideo
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OVHcloud: Un leader européen
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OVHcloud: 4 univers de produits
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Pitch

Salut à toi jeune développeur(euse) !
Alors si aujourd’hui je me permets de te 
contacter, c’est pour une raison très simple:

Savais-tu que 95% des failles de sécurité sont 
dues à une erreur humaine ?
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Pitch

Alors est-ce que tu veux en faire parti ?
Il faut que tu te poses les bonnes questions.
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Moi je pense la question elle est vite répondue
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Source : ZDNet.com

https://www.zdnet.com/article/a-23-year-old-windows-3-1-system-failure-crashed-paris-airport/
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Pour 
éviter 
cela
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Plus d'infos : Thread @zigazou

https://twitter.com/zigazou/status/1269889177178574852
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Plan

● Définition
● Best Practices
● Outils
● Scénarios
● Q/A
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Sécurité dès la conception

95/ SdD-"Privacy By Design"
97/ Loi allemande
10-12/ Congrès EU
2016/679/ GDPR
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DevSecOps
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Source : dodcio.defense.gov

https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Release.pdf?ver=2019-09-26-115824-583
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Pas copier-coller StackOverFlow

98% snippets sur la sécurité/crypto sont insecures

Fisher et al., 2017; Nadi et al., 2016; Das et al., 2014
Prevent cryptographic pitfalls by design

12

https://archive.fosdem.org/2019/schedule/event/crypto_pitfalls/
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Attention avec Docker
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Source : The state of open source security – 2019

https://snyk.io/open-source-security/
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Attention avec vos dépendences
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Source : The state of open source security – 2019

https://snyk.io/open-source-security/
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Attention avec vos dépendences
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Source : PCWorld - Remote Code Execution Exploit (Write-up)

https://www.pcworld.com/article/3158861/failure-to-patch-known-imagemagick-flaw-for-months-costs-facebook-40k.html
http://4lemon.ru/2017-01-17_facebook_imagetragick_remote_code_execution.html
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Bonnes pratiques
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● Principe de moindre privilège !root
● Diminuer surface d’attaque (scratch, distroless)
● Pas de secrets dans les Docker images
● Pas de données sensibles dans les GUI
● Ne pas afficher de stacktrace (pas debug)
● Ni de version/nom de framework
● Vérifier les entrées/sorties (injection/XSS)
● Mettre à jour infra/docker images (CI/CD|GitOps)
● PaaS (BUILD/RUN)  OVHcloud/CleverCloud

https://www.infoq.com/news/2020/02/wksctl-kubernetes-gitops/
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Open Web Application Security Project
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Source : OWASP

https://github.com/OWASP/DevGuide
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Prendre du recul / code
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Source : Deprecated code

https://en.wikipedia.org/wiki/Secure_by_design#Security_by_design_in_practice
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Outils
● linter/npm-audit (Code), SonarQube (QA), Gitlab SAST 

/Argo/GitHub (CI), Saucs/Clair/Anchore/Dagda (CVE),
● OpenSCAP (Audit), Cilium (Network), gVisor/Kata (Sandbox), 

Istio/maesh (SSL), Notary (Sign.),
● Falco (K8s Monitor), 42Crunch (API Scan), Burp Suite 

/SuperTruder/ffuf (Vuln.Web), OWASP ZAP (Proxy),
● GitGuardian (Secret), Parrot, Kali, RedHat (OS), YesWeHack, 

Yogosha (Bounty)

https://en.wikipedia.org/wiki/Lint_(software)
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities
https://www.sonarqube.org/
https://docs.gitlab.com/ee/user/application_security/sast/
https://argoproj.github.io/
https://github.com/features/security
https://www.saucs.com/
https://coreos.com/clair/docs/latest/
https://anchore.com/
https://github.com/eliasgranderubio/dagda
https://www.open-scap.org/
https://cilium.io/
https://github.com/google/gvisor
https://katacontainers.io/
https://istio.io/
https://containo.us/maesh/
https://docs.docker.com/notary/getting_started/
https://sysdig.com/opensource/falco/
https://42crunch.com/api-security/
https://portswigger.net/burp
https://github.com/ElSicarius/SuperTruder
https://github.com/ffuf/ffuf
https://www.zaproxy.org/
https://www.gitguardian.com/
https://www.parrotsec.org/
https://www.kali.org/
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/index
https://www.yeswehack.com/
https://yogosha.com/
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Docker CLI

Source : Vulnerability scanning - 
Docker Documentation 

https://docs.docker.com/engine/scan/
https://docs.docker.com/engine/scan/
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Snyk

Source : Email report

https://support.snyk.io/hc/en-us/articles/360004002558-Reports-overview
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Sonar
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Source : Sonar website

https://www.sonarqube.org/
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CI/CD
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Source : https://twitter.com/k33g_org/

https://twitter.com/k33g_org/
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Falco
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Source : Kris Nova, Fixing the Kubernetes clusterfuck @FOSDEM

https://fosdem.org/2020/schedule/event/kubernetes/


  #JSC2020 @dadideo

Pourquoi ?
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Source : OWASP Top 10

https://tinyurl.com/api-owasp
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Still alive

Source : https://twitter.com/hakluke/

https://twitter.com/hakluke/status/1303528726739648513


  #JSC2020 @dadideo

Gendarmerie nationale
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" L’entrée en vigueur du RGPD modifie la posture 
des acteurs (des traitements) qui doivent tenir 
compte des impératifs de sécurité dès la 
conception d’un produit ainsi que son cycle de 
vie. Le label « by design » devient un label de 
qualité qui constituera un atout commercial. "

https://fr.wikipedia.org/wiki/R%C3%A8glement_g%C3%A9n%C3%A9ral_sur_la_protection_des_donn%C3%A9es
https://www.gendarmerie.interieur.gouv.fr/crgn/content/download/1033/16080/
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2022

● 90% des développements logiciels se 
déclaront DevSecOps (+40% 2019)

● 25% des développements IT selon DevOps 
(+10% 2019)
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Source : Gartner/Techwire

https://www.techwire.net/sponsored/integrating-security-into-the-devsecops-toolchain.html
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Risque humain ?
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Source : Ars Technica

https://arstechnica.com/information-technology/2020/08/russian-tourist-offered-employee-1-million-to-cripple-tesla-with-malware/


  #JSC2020 @dadideo

Snyk TL;DR
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Source : The state of 
open source security – 

2019

https://snyk.io/open-source-security/
https://snyk.io/open-source-security/
https://snyk.io/open-source-security/
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Pour aller plus loin
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● Sophia Security Camp 2019
● ANSSI Sécurité Agile (Atelier d'analyse de risque)

http://www.telecom-valley.fr/sophia-security-camp-2019/
https://www.ssi.gouv.fr/administration/guide/agilite-et-securite-numeriques-methode-et-outils-a-lusage-des-equipes-projet/
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Analogie

« Nul n’est censé ignorer la loi »
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Ma devise

« Nul développeur n’est censé ignorer la sécurité »
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Merci pour votre attention !

35



  #JSC2020 @dadideo

Avez-vous des questions ?
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PS: Oui, j'essayerais 😅
#LaQuestionElleEstViteRépondue

https://twitter.com/search?q=%23LaQuestionElleEstViteR%C3%A9pondue
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Source : Exfiltration DNS @Rob Sobers

https://twitter.com/rsobers/status/1293539543115862016
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Maturité des équipes
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Pas de MEP / Failure Fridays
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Source : PagerDuty, 121, 
200 tickets opened, 3 full 
AZ failures

https://www.pagerduty.com/blog/failure-fridays-four-years/
https://www.pagerduty.com/blog/failure-fridays-four-years/
https://www.pagerduty.com/blog/failure-fridays-four-years/
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OVHcloud Datacenters


