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David Aparicio

La sécurité par où 
commencer ? Install Party
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Touraine Tech, Salle TD1
Vendredi 20 Janvier 2023, 10h10
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David Aparicio
15/ DD INSA de Lyon / UNICAMP (Brésil)

Facebook Open Academy / MIT AppInventor

17/ Dev(Sec)Ops @ AMADEUS (Nice, 2 ans)

19/ Data(Sec)Ops @ OVHcloud (Lyon, 3 ans)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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OVHcloud: un leader européen
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SecNumCloud
Depuis Déc 2020

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.ovh.com/fr/news/presse/cpl1607.t-systems-ovhcloud-cooperent-cadre-gaia-x
https://www.cafedelabourse.com/actualites/ovh-analyse-leader-cloud-ipo
https://www.zdnet.fr/actualites/ovhcloud-lance-son-offre-qualifiee-secnumcloud-39928509.htm
https://www.ssi.gouv.fr/administration/qualifications/prestataires-de-services-de-confiance-qualifies/prestataires-de-service-dinformatique-en-nuage-secnumcloud/
https://corporate.ovhcloud.com/en/newsroom/news/gaia-x-ambitious-initiative-crossroads/
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careers.ovhcloud.com

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://careers.ovhcloud.com/search/?createNewAlert=false&q=gis-data&optionsFacetsDD_title=&optionsFacetsDD_customfield1=&optionsFacetsDD_city=&optionsFacetsDD_country=&locationsearch=
https://careers.ovhcloud.com/search/?createNewAlert=false&q=gis-data&optionsFacetsDD_title=&optionsFacetsDD_customfield1=&optionsFacetsDD_city=&optionsFacetsDD_country=&locationsearch=
https://careers.ovhcloud.com/search/?createNewAlert=false&q=gis-data&optionsFacetsDD_title=&optionsFacetsDD_customfield1=&optionsFacetsDD_city=&optionsFacetsDD_country=&locationsearch=
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Agenda

Introduction

Conseils

Outils
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Conclusion
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Introduction
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Pourquoi 
ce talk ?
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Thread @zigazou

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://twitter.com/zigazou/status/1269889177178574852
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Dès la 
Conception !!
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Octobre 2020,
Le Virus Informatique 
n°44 (papier/en ligne)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
http://www.acbm.com/virus/num_44/VirusInfo44.pdf
http://www.acbm.com/virus/num_44/VirusInfo44.pdf
http://www.acbm.com/virus/num_44/VirusInfo44.pdf
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Autre 
exemple 
récent
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Sécurité dès la conception

Du domaine du Génie Logiciel
Souvent associé à Privacy By Design
Considérer la sécurité comme une partie intégrante
Conception d'architecture robuste
Résistant aux attaques bien connues
Utilisant des techniques réutilisables
Minimiser l'impact en prévision des vulnérabilités

10

Exigences dans de multiples domaines (auth., intégrité, 
confidentialité, etc..,)
Même lorsque le système est attaqué 
Préserver l'architecture pendant l'évolution du logiciel
Mise en oeuvre durant tout le cycle de vie, jusqu'à la fin du 
support, et donc une date de décommissionnement

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Shift-left Security
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dodcio.defense.gov

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Release.pdf?ver=2019-09-26-115824-583
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Conseils
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
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Attention avec Docker

13

The state of open source security – 2019

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://snyk.io/open-source-security/
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Attention avec vos dépendances
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The state of open source security – 2019

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://snyk.io/open-source-security/
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Attention avec vos dépendances
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PCWorld - Remote Code Execution Exploit (Write-up)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.pcworld.com/article/3158861/failure-to-patch-known-imagemagick-flaw-for-months-costs-facebook-40k.html
http://4lemon.ru/2017-01-17_facebook_imagetragick_remote_code_execution.html


#TNT23 
#SecurityByDesign @dadideo

Ne pas afficher des données personnelles (PII)
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Site d'Ameli.fr 
(numéro modifié 
pour illustrer)

CNIL - Donnée 
personnelle, 
Personally 
identifiable 
information (PII)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.cnil.fr/fr/definition/donnee-personnelle
https://www.cnil.fr/fr/definition/donnee-personnelle
https://www.cnil.fr/fr/definition/donnee-personnelle
https://www.cnil.fr/fr/definition/donnee-personnelle
https://www.cnil.fr/fr/definition/donnee-personnelle
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Ne pas utiliser les configurations par défaut
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Hotel Reservation 
Platform Leaves 
Millions of People 
Exposed in Massive 
Data Breach

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.websiteplanet.com/blog/prestige-soft-breach-report/
https://www.websiteplanet.com/blog/prestige-soft-breach-report/
https://www.websiteplanet.com/blog/prestige-soft-breach-report/
https://www.websiteplanet.com/blog/prestige-soft-breach-report/
https://www.websiteplanet.com/blog/prestige-soft-breach-report/
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Ne pas utiliser les configurations par défaut
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Massive Breach of 
Mexican Voter Data

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://mackeeper.com/blog/post/217-breaking-massive-data-breach-of-mexican-voter-data/
https://mackeeper.com/blog/post/217-breaking-massive-data-breach-of-mexican-voter-data/
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Ne pas utiliser les permissions par défaut
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Thread @MathisHammel 

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://twitter.com/MathisHammel/status/1482393838878658561
https://twitter.com/MathisHammel/status/1482393838878658561
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Attention 
au risque
humain
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Ars Technica [EN]

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://arstechnica.com/information-technology/2020/08/russian-tourist-offered-employee-1-million-to-cripple-tesla-with-malware/


#TNT23 
#SecurityByDesign @dadideo

Attention au traffic sortant aussi !
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Introduction à DNSSEC

Exfiltration DNS @Rob Sobers

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.ovh.com/blog/an-introduction-to-dnssec/
https://twitter.com/rsobers/status/1293539543115862016
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Quelques bonnes pratiques
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● Diminuer surface d’attaque (scratch, distroless, ubi-minimal)
● Principe de moindre privilège (!root, 1 user = 1 appli)
● Défense en profondeur (bastion, traceability, siem)
● Détection de connexion, proposer/activer MFA
● Pas de configuration/permissions par défaut (K8s, MongoDB)
● Pas de secrets dans les Docker images ou les repositories Git (Vault, .gitignore)
● Pas de données sensibles dans les GUI (cf slide suivante)
● Ne pas afficher de stacktrace (pas debug | Fail securely)
● Ni de version/nom de framework
● Vérifier les entrées/sorties des clients/noeuds (injection/XSS, protocoles)
● Faire des backups régulièrement et déconnectées du réseau
● Mettre à jour infra/docker images (CI/CD|GitOps)
● PaaS (BUILD/RUN)  OVHcloud/CleverCloud

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.theregister.com/2016/04/25/mexico_voter_data_breach/
https://www.infoq.com/news/2020/02/wksctl-kubernetes-gitops/
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Pourquoi ?
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OWASP Top 10

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://tinyurl.com/api-owasp
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Outils
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Shift-left Security
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dodcio.defense.gov

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Release.pdf?ver=2019-09-26-115824-583
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DevOps
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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CI/CD

27

Philippe Charrière (Twitter)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://twitter.com/k33g_org/
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Plan: Threat Model
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://owasp.org/www-community/Application_Threat_Modeling#STRIDE
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Bonnes pratiques
ANSSI
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Se documenter, se former
Lire les guides de l'ANSSI
Comparer les technologies, les langages de programmation
Effectuer l'analyse des risques 
Identifier le modèle de l'attaquant pour ce produit en particulier
Préparer des spécifications / des ateliers
Participer à des conférences Sécurité
Choix du système hôte (OS hardening)
Veille technologique (Feedly/RSS)

Bonnes pratiques de sécurité numérique (ANSSI)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/security_hardening/index
https://www.torii-security.fr/blog/la-veille-securite-informatique-activite-indispensable
https://www.ssi.gouv.fr/administration/bonnes-pratiques/
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Dev: Secure Coding/SaC
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo


#TNT23 
#SecurityByDesign @dadideo

Linters
Go

31

Un linter est un outil d'analyse statique de code source. Il sert 
à détecter : des erreurs (très utile sur des langages 
interprétés comme JavaScript qui n'ont pas de phase de 
compilation) ; des problèmes de syntaxe et de non-respect de 
style (tabulation vs espaces, indentation, etc.)

"Common mistakes" en Go, Aurélie Vache 
(Async 2021)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://youtu.be/7jaAI4oWxk0
https://youtu.be/7jaAI4oWxk0
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Linters
Shell
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Il permet d'avoir un code avec moins d'effets de bord
Disponible dans (quasiment) tous les languages

ShellCheck, finds bugs in your shell scripts

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.shellcheck.net/
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Docker CLI
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Vulnerability scanning - Docker Documentation

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://docs.docker.com/engine/scan/
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19/10/20
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4 packages npm ouvrent des shells [Linux/Windows]

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://securite.developpez.com/actu/309772/Quatre-packages-npm-trouves-en-train-d-ouvrir-des-shells-sur-des-systemes-Linux-et-Windows-Tout-ordinateur-avec-l-un-de-ces-packages-installes-doit-etre-considere-comme-totalement-compromis/
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npm-audit
Javascript
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Auditer les vulnérabilités connues des librairies et des 
dépendances associées 

npm-audit | npm Docs

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://docs.npmjs.com/cli/v6/commands/npm-audit
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Github
Code Scanning
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Il permet d'avoir un retour rapide
directement dans son code
(sur les failles)

Github Code Scanning / Démo TelecomValley

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://docs.github.com/en/code-security/code-scanning/automatically-scanning-your-code-for-vulnerabilities-and-errors/about-code-scanning
https://youtu.be/xK4MhgV3TwM?t=3082
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Pas copier-coller depuis StackOverFlow

98% snippets sécu/crypto sont insecures

Fisher et al., 2017; Nadi et al., 2016; Das et al., 2014, Prevent cryptographic pitfalls by design

37

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://archive.fosdem.org/2019/schedule/event/crypto_pitfalls/


#TNT23 
#SecurityByDesign @dadideoPS: Copilot aussi 38

40% of Code Produced by GitHub Copilot Vulnerable to Threats

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://visualstudiomagazine.com/articles/2021/08/26/github-copilot-security.aspx
https://cyber.nyu.edu/2021/10/15/ccs-researchers-find-github-copilot-generates-vulnerable-code-40-of-the-time/


#TNT23 
#SecurityByDesign @dadideo

Build: SAST / DAST / IAST
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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SAST
DAST
IAST
App Security Test

40

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.softwaresecured.com/what-do-sast-dast-iast-and-rasp-mean-to-developers/


#TNT23 
#SecurityByDesign @dadideo

AWS git-secrets / GitGuardian
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git-secrets (OpenSource) / Automated Secrets Detection for Application Security

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://github.com/awslabs/git-secrets
https://www.gitguardian.com
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Sonar
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Sonar Dashboard

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.sonarqube.org/
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Snyk
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Email report

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://support.snyk.io/hc/en-us/articles/360004002558-Reports-overview
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DAST (Gitlab)
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://github.com/securego/gosec
https://docs.gitlab.com/ee/user/application_security/sast/
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42Crunch
Scanner d'API

45

Utilise la spécification OpenAPI / Swagger pour identifier les 
faiblesses  de votre API

Protection contre le Top 10 de la 
sécurité de l'API de l'OWASP

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://42crunch.com/
https://42crunch.com/
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Test: PenTest
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Proxy
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Security Bug Hunting 
with Proxies (Black Box)

 Hetty, Burp Suite, 
OWASP ZAP, 

mitmproxy, charles

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://nullsweep.com/security-bug-hunting-with-proxies/
https://nullsweep.com/security-bug-hunting-with-proxies/
https://github.com/dstotijn/hetty
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Kali Linux / Parrot OS
Boîte à outils
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Les tests d'intrusion sont un moyen de trouver et de colmater 
des brèches. Objectif: Simuler des attaques pour tester la 
robustesse de la plate-forme

● Nmap
● Metasploit
● Wireshark
● John The Ripper
● Hashcat
● Hydra
● Burp Suite
● Zed Attack Proxy (ZAP)
● sqlmap
● aircrack-ng

11 outils pour s'initier au pentest

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.lemondeinformatique.fr/actualites/lire-11-outils-pour-s-initier-au-pentest-80103.html
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Hackers as a Service
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YesWeHack / Yogosha

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.yeswehack.com/
https://yogosha.com/
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Release: Digital Signature
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Docker Notary
Ready for PROD
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Signer pour certifier et être avoir la garantie sur la 
provenance (non-altération)

Documentation Docker Notary [EN]
La signature d’images Docker sur une Registry avec Notary

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://docs.docker.com/notary/getting_started/
https://blog.octo.com/la-signature-dimages-docker-sur-une-registry-avec-notary/
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Deliver: Secure Transfer
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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JFrog Artifactory
Repository

53

Signer pour certifier, être avoir la garantie sur la provenance (non-altération), archiver et faciliter les rollbacks

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Deploy: Security Conf/Scan

54

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Argo CI + Vault
Keep immutable

55

Les définitions, configurations et environnements des 
applications doivent être déclaratifs et contrôlés par version. 
Le déploiement et la gestion du cycle de vie des applications 
doivent être automatisés, contrôlables et faciles à comprendre

-> Maintenir un système iso aux specs

Why Argo CD? [EN]

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://argoproj.github.io/argo-cd/
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Operate: Secu. Patch/Audit

56

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Ansible / Chef / Puppet
Patch & Reboot

57

Maintenir un système à jour en installant les patchs de sécurité

● Linux
● Windows
● Mac OS
● iOS
● Android
● /e/
● etc...

Playbook: apply patches & perform a reboot if required

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.unixsysadmin.com/ansible-patch-reboot/
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Monitor: Security Monitoring
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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Elastic Security

59

SIEM at the speed of Elasticsearch

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.elastic.co/siem
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Falco
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Kris Nova, Fixing the Kubernetes clusterfuck @FOSDEM

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://fosdem.org/2020/schedule/event/kubernetes/
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OVH Bastion (SSH proxy)
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Blog article / Documentation / Source Code

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.ovh.com/blog/the-ovhcloud-bastion-part-1/
https://ovh.github.io/the-bastion/
https://github.com/ovh/the-bastion/
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Feedback: Secu. Analysis
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
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AlienVault OTX

63

OTX: Open Threat Exchange [EN]

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://otx.alienvault.com/
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AlienVault OTX
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 Introducing The Jupyter Infostealer/Backdoor

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://otx.alienvault.com/pulse/5faf00679c90b876019cc653
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OpenCVE
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Site Web OpenCVE

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.opencve.io
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OpenCVE / Vue d'une CVE
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CVE-2019-2215

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.opencve.io/cve/CVE-2019-2215
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CERT-FR (Flux RSS)

67

Menaces et incidents

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.cert.ssi.gouv.fr/cti/
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Lifecycle: Decommission
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
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Planification (LTS/Migration/EoL)
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
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https://www.techradar.com/news/atm-security-still-running-windows-xp
https://www.paymentscardsandmobile.com/atm-migration-to-windows-10-the-time-is-near/


#TNT23 
#SecurityByDesign @dadideo

Synthèse
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DevSecOps Toolbox
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● Secure Coding
○ Linters, gosec, npm-audit, git-secrets/GitGuardian, 42Crunch

● Security as Code
○ Cilium (Network), gVisor/Kata (Sandbox), Istio/maesh (SSL)

● SAST / DAST / IAST
○ SonarQube, Gitlab SAST/GitHub, Clair/Anchore/Dagda (CVE)

● Pentest
○ Parrot/Kali OS, YesWeHack/Yogosha, Hetty/Burp Suite/SuperTruder/ffuf, OWASP ZAP

● Digital signature / Secure Transfer
○ Notary, JFrog Artifactory

● Security Configuration, Security Scan
○ Argo+Vault, OpenSCAP

● Security Patching, Security Audit
○ Puppet, Chef, Ansible Playbook/AWX ou RedHat Tower

● Security Monitoring
○ Elastic Security, Falco, OVH Bastion

● Security Analysis
○ OpenCVE, AlienVault OTX

And more… (not exhaustive) 🤓

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://en.wikipedia.org/wiki/Lint_(software)
https://github.com/securego/gosec
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities
https://github.com/awslabs/git-secrets
https://www.gitguardian.com/
https://42crunch.com/api-security/
https://cilium.io/
https://github.com/google/gvisor
https://katacontainers.io/
https://istio.io/
https://containo.us/maesh/
https://www.sonarqube.org/
https://docs.gitlab.com/ee/user/application_security/sast/
https://github.com/features/security
https://coreos.com/clair/docs/latest/
https://anchore.com/
https://github.com/eliasgranderubio/dagda
https://www.parrotsec.org/
https://www.kali.org/
https://www.yeswehack.com/
https://yogosha.com/
https://github.com/dstotijn/hetty
https://portswigger.net/burp
https://github.com/ElSicarius/SuperTruder
https://github.com/ffuf/ffuf
https://www.zaproxy.org/
https://docs.docker.com/notary/getting_started/
https://jfrog.com/artifactory/
https://argoproj.github.io/
https://www.vaultproject.io/
https://www.open-scap.org/
https://www.ansible.com/
https://github.com/ansible/awx
https://access.redhat.com/products/ansible-tower-red-hat
https://www.elastic.co/security
https://sysdig.com/opensource/falco/
https://github.com/ovh/the-bastion
https://www.saucs.com/
https://otx.alienvault.com/
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Conclusion
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The state of open 

source security – 2019

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://snyk.io/open-source-security/
https://snyk.io/open-source-security/
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Analogie

« Nul n’est censé ignorer la loi »
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Ma devise

« Nul développeur n’est censé ignorer la sécurité »
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Pour aller plus loin
● ANSSI (Sécurité Agile, Applications sécurisés en Rust, Déploiement de conteneurs Docker)

● 10 leçons sur les 10 plus grosses fuites de données, de Adrien Pessu (JSC 2020)

● La Cryptographie en 55' chrono de m4dz (SnowCamp2020)

● Sécurité du Cloud, de Eric Briand (RemoteClazz 2020)

● La nuit tous les hackers sont gris (Fiction écrite par Vincent Hazard, 2019)
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https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://www.ssi.gouv.fr/administration/bonnes-pratiques/
https://www.ssi.gouv.fr/guide/agilite-et-securite-numeriques-methode-et-outils-a-lusage-des-equipes-projet/
https://www.ssi.gouv.fr/guide/regles-de-programmation-pour-le-developpement-dapplications-securisees-en-rust/
https://www.ssi.gouv.fr/agence/publication/recommandations-de-securite-relatives-au-deploiement-de-conteneurs-docker/
https://www.youtube.com/watch?v=4rCrTi5Tx_M
https://youtu.be/JC6seEF0_Rc
https://youtu.be/dCy6rHLGT6k
https://www.franceinter.fr/emissions/affaires-sensibles/affaires-sensibles-22-novembre-2019
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TV5 Monde Analyse d'Incident, ANSSI (SSTIC 2017)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://youtu.be/9D__deRM7vw
https://youtu.be/9D__deRM7vw
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La Sécurité dès la conception (Secure by design), Programmez! (Hors-série 8 Septembre/Octobre 2022)

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://programmez.com/magazine/article/la-securite-des-la-conception-secure-design
https://programmez.com/magazine/programmez-hors-serie-8-pdf
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Rappelez-vous: Les hackers n'en ont rien à "faire" 

80

❏ À propos du scope de votre projet

❏ Il est géré par une tierce partie / sous-traitant

❏ C'est un système ancien (Legacy)

❏ TPCM / " Touche pas ! C'est magique "

❏ C'est "trop critique pour être réparé"

❏ A propos de vos périodes de maintenance

❏ A propos de votre budget

❏ Vous l'avez toujours fait de cette façon

❏ À propos de votre date de mise en service

❏ Il s'agit seulement d'un pilote/PoC

❏ À propos des accords de non-divulgation

❏ Ce n'était pas une exigence dans le contrat

❏ C'est un système interne

❏ Il est vraiment difficile de modifier / changer

❏ Vous n'êtes pas sûr de savoir comment y remédier

❏ Il doit être remplacé

❏ C'est géré dans le Cloud

❏ À propos de votre inscription au registre des risques

❏ L'éditeur ne prend pas en charge cette configuration

❏ C'est une solution provisoire

❏ Il est conforme à [insérer la norme ici]

❏ Il est crypté sur disque

❏ Le rapport coût-bénéfice ne scale pas

❏ "Personne d'autre ne pouvait le comprendre"

❏ Vous ne pouvez pas expliquer le risque au "Business"

❏ Vous avez d'autres priorités

❏ Sur votre foi dans la compétence de vos utilisateurs internes

❏ Vous n'avez pas de justification commerciale

❏ Vous ne pouvez pas montrer le retour sur investissement

❏ Vous avez sous-traité ce risque

❏ C'était à la mode [insérer la technologie hype ici].

❏ De vos certifications

@dadideo + Kiwicon 2009 / Hackers don't give a shit

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://kiwicon.org/site_media/poster_shit.pdf
https://romelsan.github.io/hackers-dont-give-a-shit/html/
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Merci pour votre attention !
🔊 N'oubliez pas de me donner votre avis sur 
cette session: https://feedback.touraine.tech 

📃 Lien des slides dans les commentaires ⬆

👍  Rejoignez-nous sur https://careers.ovhcloud.com 

81

Fa
ite

s-
vo

us
 c

on
fia

nc
e 

au
x 

Q
RC

od
es

 ?

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo
https://feedback.touraine.tech
https://careers.ovhcloud.com


#TNT23 
#SecurityByDesign @dadideoProblèmes 82

● Cluster sans Kerberos (MapR ticket)

● Pas de 50/50 (épuisement)

● Temps de livraison (junior)

● Sécurité ? (auto-formation)

● Chiffrement des sauvegardes

● Accompagnement du Management

https://twitter.com/hashtag/codeurs2020?src=hashtag_click
https://twitter.com/dadideo

